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1. Introduction to IPv6




Characteristics of 1Pv6 protocol

Expansion of address space (232-->2128),
Equipped with Security functions (I1Psec).
QoS (Quality of Service) functions.

Plug and Play.

Systematic address structure (routing becomes
easy).




Characteristics of IPv6 Internet

- Free from NAT (Network Address Translation)
Problem.

- Realization of true Peer to Peer model.

- Networking Non-PCs (Home appliances, cars, any
products, environmental sensors and information
itself!).

- Security and QoS.

- Broadband?
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2. Security Myth




“Internet Is insecure” myth

1.
2.
3.
4.
o.

Internet is full of malicious crackers.

Open system Is dangerous, closed system Is safe.
Open source software Is dangerous.

If you use cryptography, you can get safety.

It Is always safe or dangerous (all or nothing
argument).

. You cannot avoid intrusion of viruses.
. There is no escape from SPAM mails.

. You cannot avoid port attack (such as DoS attack).



Myth 2: Open system IS dangerous, closec

system iIs safe.

- Itis true that you do not get attacked from
outside If your network is closed.

- But people inside often cause trouble.
American statistics says 80%o of information
leak Is from inside.

- Security awareness will be paralyzed if you
think you are safe because your network is
closed.




3. IPv6’s security merit and demerit




End-to-End secure communication (merit)
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IPv6’s security threat (demerit)

- Crackers does not distinguish IPv4 and IPv6, so
certain type of Internet threats continue even in
IPv6 Internet World.

- Everything becomes reachable from anywhere.




4. New security paradigm




“Closed Is safe” to “Open yet safe”

- IPv6’s benefit is only appreciated when IPv6
network Is open.

- If you stick to closeness, you may be safe, but you
cannot enjoy many new features of IPv6 Internet.

- But open network is not completely safe without
certain precautions and security assuring
mechanisms.




5. New mechanisms (P2P VPN and PIA)




IPv6 P2P VPN (MyNet Manager)

IPsec policy server to provide IPsec policy file to each peer on demand
- Effortless setup: No or low skill requirements
Just register your communication partner on the web
- Adaptable to all communication mode : Client-Server, Peer-to-Peer, Mobile
- Secure instant communication : Connect instantly, while achieving end-to-end security
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Case study : Remote control for Data Center
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Case study : Building Monitoring Solution

Monitoring solution
provider controls devices
over secure channel
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Case Study: Personal Remote Access

IPv4 (conventional model) Access from “MANY”

Home / SOHO I Aj?fmw %JESIde = Web server
Mail server

<=
ﬂz _  IPv4 Internet N

IPv6 (improved modeﬁj outside '
[ ] : -
Home /7 SOHO Access from “OUT-side” to ”IN-side” b Y

HJITSPOT
Mobile
Network

Access from “ONLY Myself”




PIA (Plug-and-Play IPsec Architecture)
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IPsec Discovery 1/2

- IPsec Discovery does not affect communications with legacy

systems
IPsec Discovery supported host Legacy host
“IPsec Discovery” bit
/ (inside IP header, can be in TOS for v4

and flow label for v6 for example)

#1 TCPSYN Ffheader | —»

#2 — | P header TCPSYN ACK

" TCPACK ipfeader | —— The peer replies to #1 in the

ordinary way if IPsec Discovery
IS not supported




IPsec Discovery 2/2

- Key Exchange triggered by IPsec Discovery
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/
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Conclusions

- IPv6 movement is a shift from current Internet
practice to completely new way of thinking about
security.

- IPv6 Internet is inherently open network, and you
must consider security in this open context.

- Even within open network, If you use various
mechanisms, you can guarantee security.

- S0, let’s stop thinking “closed is safe”, and seek for
a new paradigm “open yet safe”!




Thank you very much
for your attention!

URL : www.v6.ntt.net
Malil : ipv6@ntt.com
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NTT/VERIO’s Evolution in I1Pv6 activities

< p2p application trial “MyNetManager” <

< Join European Project “6net” <
< Join Chinese Project “6TNet” <

D Appllcatlon Iayer T < Join Japanese National Project <
/ 1996 / 1997 / 1998 / 1999 / 2000 / 2001 / 2002 / 2003 /
Research Phase Trial Phase Commercial Service Phase
- NTT Labs started global IPv6 research network - NTT/VERIO started the world’s first commercial IPv6 service in Japan

- Verio joined 6bone in the U.S.
- NTT Com obtained sTLA address

D Network |ayer T OCN Tunneling Trial (200 use>< Services in Japan <

- NTT MCL started commercial IPv6-1X service in the U.S.

NTT Europe IPv6 Trial (400 users) >< Service in Europe ¢
< Service in Hong Kong <
<ervices in Malaysia / Australia <

Services if Korea, Taiwan, <
and The U.S.




NTT/VERIO Global IPv6» Backbone and services
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Other activities: www.ipv6style.jp
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